An experimental secure communication method based on the Chen system with time-delay is being proposed in this paper. The Chen system with time-delay is an infinite-dimensional system having more than one positive Lyapunov exponent. The message to be transmitted is encrypted using an hyper-chaotic signal generated by the Chen system with time-delay and multi-shift cipher function. This encryption makes difficult for an eavesdropper to reconstruct the attractor by using time-delay embedding techniques, return map reconstruction, or spectral analysis, consequently, improving the security. Simulations and experiments on TI TMS320C6713 Digital Signal Processor (DSP) show improved resilience against attack and the feasibility of the proposed scheme.
Introduction
The idea of using chaos to design secure communication systems and digital ciphers has provoked a great deal of research efforts since the early 1990s [Pecora & Carroll, 1990; Yang, 2004; Ren et al., 2014] . In the fields of secure communication, so far, many ideas and methods have been proposed to tackle the problem of chaotic secure communication, including chaotic masking [Cuomo et al., 2004] , chaotic shift keying [Dedieu et al., 1993] , chaos modulation [Yang & Chua, 1996] , symbolic message bearing method [Hayes, 1993; Ren et al., 2012] , and so on [Parlitz et al., 1996; Yang et al., 1997; Minai & Pandian, 1998; Chen et al., 2003; Udaltsov et al., 2003; Bu & Wang, 2004; Hernandez & Serrano, 2005; Ren & Bai, 2015] . Meanwhile, much effort has been devoted to security analysis of the existing chaotic cryptosystems ; the attacking techniques have also attracted increasing attention [Yang, 1995; Yang et al., 1998a,b; Ren et al., 2008; Kevin, 1994; Perez & Cerdeira, 1995; Kevin & Andrew, 1998; Zhou & Lai, 1999; Ponomarenko & Prokhorov, 2002; Chin et al., 2004; Andrew & Kevin, 2001; Alvarez et al., 2004; Li et al., 2005a] . Chaotic shift keying communication schemes have been reported to be broken by using the shorttime zero-crossing rate [Yang, 1995] , spectrogram analysis [Yang et al., 1998a] , generalized synchronization Hyper-chaos has been reported to be generated in non-chaotic Chen circuits by using direct time-delay feedback [Ren & Li, 2010] . A typical form of Chen circuits with direct time-delay feedback can be given as follows [Ren et al., 2006]   ẋ = a(y − x) y = (c − a)x − xz + cẏ
where a = 35, b = 3, c = 18 are system parameters, k = 2.4 is delay feedback gain and τ = 0.5 is time-delay. The simulation result of this system is shown in Fig. 1 . The dynamics given by Eq.
(1) contains time-delay, The dynamics is infinite-dimensional because a continuum of initial conditions over the interval −τ < t < 0 is required to specify the dynamical behavior. By calculating the multiple Lyapunov exponents of the delayed differential equation [Sprott, 2006] , we determine that the chaotic system with time-delay has three positive Lyapunov exponents: 0.2219, 0.2216, and 0.0035. Therefore, the chaotic attractor is an infinite-dimensional hyper-chaotic one. It is expected to obtain better performance by using hyper-chaotic Chen system for secure communication. 
Chaotic Communication Scheme Using the Hyper-Chaotic Chen System

Basic principle of active-passive decomposition synchronization
Consider the following autonomous dynamical systeṁ z=F(z).
It can be rewritten as a non-autonomous system aṡ
where s is a driving function given by
orṡ =h(x,s).
Letẏ =f (y,s)
to be a copy of system (3) that is driven by the same signal s. The receiver synchronizes with the transmitter as long as the error system, defined by
possesses a stable fixed point at the e=0. This can be shown by using stability analysis of the linearized system for small e or by using (global) Lyapunov functions. In general, however, the stability has to be checked numerically using the fact that synchronization occurs if all conditional Lyapunov exponents of non-autonomous system (3) are negative. In this case, system (3) is a passive system and the aforementioned decomposition is referred to as active-passive decomposition (APD) of the original dynamical system (2).
Synchronization of the hyper-chaotic Chen system using APD
The active-passive decomposition of the hyper-chaotic Chen system can be given as
with s = ax 2 − x 1 , and the corresponding receiver is
The dynamics of the difference of the states e = x − y can be obtained by the difference of (8) and (9). By using the methods proposed in Sun [2004] , we can obtain that synchronization can be achieved as shown in Fig. 2(a) . The square root error of the system, defined as e s = √ (
, is shown in Fig. 2(b) . The range of coupling strength k and the time-delay τ to guarantee the chaotic dynamical behavior of the system and the synchronization between the transmitter and the receiver is shown in Fig. 2(c) . The other parameters are the same as that for Eq. (1). We have that the two systems are in synchronization with each other after a short transient state.
Encoding information with an hyper-chaotic signal and n-shift encryption function
A secure chaotic communication scheme is shown in Fig. 3 . At the transmitter end, one state variable of the hyper-chaotic Chen system, referred to as k(t), is used as key to encrypt the plain text p(t) using the n-shift encryption function e (•). The output of the encryption function is y(t). The transmitted signal s(t) is a type of combination of the state variables that is determined by the APD. At the receiver end, a copy of the hyper-chaotic Chen system driven by the transmitted signal is used to decrypt the plain text. According to the APD method, if the transmitted signal is selected properly, the transmitter hyper-chaotic system and the receiver hyper-chaotic system will synchronize after a transient state from any initial conditions. The corresponding states of both the transmitter and the receiver can be treated as the same. Therefore, the transmitted plain text can be recovered by using an inverse process of encryption.
An analytical description of the secure communication scheme is given as follows: The transmitter can be given as   ẋ
where Here
is the transmitted signal.
is the output of n-shift cipher function. The n-shift function is given as
At the receiver end, the copy of the transmitter can be given as
The receiver is driven by the transmitted signal s (t) (combined with noise n (t)). If the APD synchronization occurs, by definingỹ
we haveỹ
By an inverse procedure of the n-shift function, the plain text can be recovered by
The features of this new method lie in the following: Firstly, neither the key signal k(t) nor the encrypted signal y(t) is directly transmitted in a public channel, since the encrypted signal y(t) has been sent to the chaotic attractor. It is different from the traditional discrete cryptosystem, where both the key and the encrypted signal must be transmitted to the decrypter. Secondly, a hyper-chaotic signal is used as the transmitted signal, which obstructs the eavesdropper to reconstruct the chaotic attractor using dynamical reconstruction [Kevin, 1994] . Thirdly, in the n-shift cipher, the key signal x 1 (t) is used n times to encrypt the plain signal. Since the encrypted signal is a function of x 1 (t) and p(t), and the output of the n shift function is also used to drive the hyper-chaotic Chen system, it hides the dynamical and statistical characteristics of both signals x 1 (t) and p(t).
Numerical simulation
Numerical simulations have been performed to show the results of the proposed secure communication method. The n-shift cipher function parameters are n = 5 and h = 0.4. The initial conditions of the transmitter and the receiver hyper-chaotic system are given as (x 1 (0), x 2 (0), x 3 (0)) = (0.1, 0.6, 0.1) and (y 1 (0), y 2 (0), y 3 (0)) = (−0.1, −0.4, −0.1), respectively. The initial conditions x 3 (t) , y 3 (t) , − τ < t < 0, are set to zero and other parameters are the same as in Eq. (1). The results are given in Fig. 4 . The plain text p (t) = 0.4 sin(πt) is given in Fig. 4 (a) ; the output of n-shift cipher function y(t) is given in Fig. 4(b) ; the transmitted signal s(t) in the public channel is given in Fig. 4(c) ; the power spectrum of transmitted signal is given in Fig. 4(d) ; the recovered signal is given in Fig. 4(e) ; the error between the plaintext and the recovered signal is given in Fig.4 (f) . From Fig. 4 , we have that the plain text is recovered after a transient state of synchronization. From the transmitted signal, one cannot obtain any time domain or frequency domain information about the plain texts and the key signal, and the spectrum of the transmitted signal is fully embedded into the chaotic signal spectrum.
The transmitted signal in the public channel is, of course, susceptible to noise. When the transmitted signal is polluted by the noise from the public channel, it happens one of the main concerns in real applications. A noise with variance of 0.1 percent of the amplitude of the transmitted signal is incorporated into the transmitted signal; the transmitted signal with noise is then used to drive the receiver hyper-chaotic system to synchronize with the transmitter. The results are given in Fig. 5 , in which the plain text and the recovered signal are given in subplot (a) and (b), respectively. The plain text can be recovered even though the transmitted signal is polluted by the noise. The recovered plain text is also affected by the noise, but it is still eligible.
The proposed scheme is also used as secure voice communication. The results are given in Fig. 6 . Here, the voice testing, 1-2-3, testing, 1-2-3 is used as transmitted signal, there exists transmitting noise as the case in Fig. 5 . The transmitted voice signal and the recovered signal are given in Fig. 6 (a) and 6(b), respectively. Although there are significant differences in the wave form of the recovered signal and transmitted signal, the recovered voice is still intelligible even by the naked ears.
So far we have shown the effectiveness of the proposed secure communication method. The attacking resilience property is another concern of the real application. In the following, we will show this property of the proposed scheme.
Attacking Resilience Analysis
Researches have shown that it is possible to use nonlinear dynamic (NLD) forecasting [Andrew & Kevin, 2001] , which are based on the reconstruction of the dynamics of the transmitter from the transmitted signal to break communication schemes. There also existed other breaking methods such as return map reconstruction [Yang et al., 1998c] . Dynamic behavior of the system is mapped to a nearly one-dimensional attractor. Different return maps of a chaotic transmitted signal can reveal the amplitude and frequency information of a message signal.
The features of the proposed method
By analyzing the attacking resilience of the method proposed in this paper, we see that the synchronization and encoding schemes given in this paper are more complicated but they are resilient. Firstly, our method is different from [Hernandez & Serrano, 2005] and [Andrew & Kevin, 2001 ], since our proposed secure com-munication system is based on an hyper-chaotic system. The hyper-chaotic Chen system has, by definition, more than one positive Lyapunov exponent and has rich dynamic characteristics [Ren & Li, 2010; Xu, 2013] . The infinite dimensional hyper-chaotic behavior of the system (with three positive Lyapunov exponents) make the phase space of the signal be extremely complicated and difficult to devise it by time-delay embedded method [Ponomarenko & Prokhorov, 2002] , return map [Perez & Cerdeira, 1995] , and nonlinear dynamical forecasting [Andrew & Kevin, 2001] . Secondly, unlike using XOR operation in [Wang et al., 2011] and to encrypt the plain text, a more complicated n-shift cipher function is used in our method, where the key signal is used n times to encrypt the plain signal. Since the encrypted signal is a nonlinear function of the plain text and key signal, it is very difficult to predict the plain text from the output of the n-shift function. Thirdly, the key signal is transmitted in the public channel in , however, in our proposed method, neither the key signal nor the encrypted signal is directly transmitted in the public channel. The output of the encrypted signal is sent to the chaotic attractor, which hides both the dynamical and the statistical characteristics of both the key signal and the plain text. The chaos synchronization between the transmitter and the receiver is implemented by using the transmitted signal to decode the information. The intruder cannot use the intercepted signal alone to reconstruct the key stream with enough accuracy to partially decrypt the plain text signal. Finally, when we use the hyper-chaotic Chen system to encrypt the plain signal, since the shape of the return maps being strips, the change of the return maps are more irregular and the intruder cannot access any effective information by the change of the return maps [Yang, 2004] . From the above analysis we see that this secure communication scheme has a higher degree of security. Simulations of the sinusoidal waveform and voice signals show the validity of the assertion on the proposed scheme.
Key space Analysis
In general, the security of a system depends on the security of the system parameters of both transmitter and receiver. System parameters are equivalent to the keys of traditional cryptography [Wang et al., 2011] . Herewith we analyze the numerical parameters. In the proposed method, there are seven parameters (a, b, c, k, , n, h) and an assumption that the double-precision ( 2 −32 ) is used. Therefore, the system parameter space size is 2 32 ×7 = 2 224 , which means that the key space is big enough to stand up to an exhaustive attack [Wang et al., 2011; .
The sensitivity of parameters
From the simulation results of perturbation in the parameter a (or c) and the initial value, we obtain the system sensitivity to parameters, as shown in Fig. 7 . The plain text is given in Fig. 7(a) , whose parameters are same as Eq. (1) (a = 35, b = 3, c = 18); the recovered signal with same parameters is given in Fig. 7(b) , the recovered signal with a = 35.1 and c = 17.95 are given in Fig. 7(c) and Fig. 7(d) , respectively. From  Fig. 7 , we find that the proposed method is sensitive to the parameters. The transmitted signal cannot be resolved with the parameters of the system being real numbers; the useful information can only with the true parameters.
Statistical analysis
It is known that the statistical property of a cipher is an important point to evaluate the performance of the system, therefore, a good method should be robust against any statistical analysis . A histogram is plotted according to the value of the voice testing, 1-2-3, testing, 1-2-3 with step 0.0001, as shown in Fig. 8 . The statistical distribution of the voice signal can be seen from Fig. 8(a) . But this distribution has disappeared after encryption, as shown in Fig. 8(b) .
Computation Cost
We also carried out computation cost comparisons with [Ren & Bai, 2015; Yang, 1995] and [He, 2013] . In the experiment, the voice Hello with 1.5 seconds time duration are encoded in the same configuration. The experiment environment is MATLAB 2010a with the same computer. The computation costs of the three methods are shown in Table 1 . From Table 1 we surmise that the proposed method is efficient in the sense of using less time to encode the same information. The Proposed method [Ren & Bai, 2015] [Yang, 1995] [He, 2013] The voice of "Hello" with 1.5s 3.5 3. Fig. 9 . The attacking results using method in [Yang et al., 1997] . (a) The transmitted plain text; (b) the decrypted signal for the method [Yang et al., 1997] by the intruder; (c) the decrypted signal for the proposed method by the intruder.
The ability to resist attack
Some more complicated attacking methods are proposed in [Andrew & Kevin, 2001] , in which the dynamical reconstruction, low pass filter, shifting analysis are used to break the chaotic communication scheme. We use the method from [Andrew & Kevin, 2001 ] to attack the secure communication scheme proposed in this paper and the secure scheme in [Yang et al., 1997] . The plain text p (t) = 0.4 sin(πt) is given in Fig. 9(a) . The results by attacking method [Yang et al., 1997] and the proposed method are given in Fig. 9 (b) and 9(c), respectively. For the method [Yang et al., 1997] , we see that the intruder can obtain the information transmitted in the public channel from the decrypting signal shown in Fig. 9(b) . Although the decrypting signal is not smooth, one can reduce its influence through a low-pass filter. For the proposed method, the intruder cannot get any useful information from Fig. 9(c) .
DSP Experiment
The experimental validation of the proposed communication scheme is implemented by using two floatingpoint DSPs, i.e., TMS320C6713 developed starter kit (DSK) board and the block diagram of the experiment are given in Fig. 10 . The voice signal is sampled by the analog-to-digital (A/D) converter TLC320AIC23, which is embedded on the DSK board. The sampled signal is encrypted by the proposed algorithm and then transmitted through multichannel buffered serial port (MCBSP), a kind of series communication channel in the DSP chip, to the receiver end. At the receiver end, the transmitted plain text is recovered by using a reverse process of encryption in DSP and replayed through the digital-to-analog (D/A) converter to the headphone. The experiment results are given in Fig. 11 . The plain text signal is given in Fig. 11(a) ; the recovered signal is given in Fig. 11(b) ; the cryptograph signal is given in Fig. 11(c) ; the error between the plain text signal and the recovered signal is shown in Fig. 11(d) . Although there are some errors between the transmitted signal and the received signal, the voice can be identified by the naked ear. From Fig. 11 , we find that the plain text is recovered after a short transient state of synchronization, and the experimental results show the feasibility of the proposed method.
Conclusions
In this paper, a hyper-chaos generated by direct time-delay feedback and the APD synchronization method are used in a secure chaotic communication scheme. In order to improve the security of message transmission, a hyper-chaotic communication method based on multi-shift ciphering is presented. The proposed secure hyper-chaotic communication scheme is different from the traditional ones due to employing hyperchaotic dynamics and two different chaotic states for the synchronization and the encryption. To inspect the performance of the proposed scheme, the sinusoidal waveform and voice signals are used as the plain texts. The results show that the proposed scheme is effective even though there is noise in the public channel. The security analysis has shown that the proposed method is immune against the conventional nonlinear dynamics (NLD) forecasting techniques and return map reconstruction. It is also difficult for the special designed complex decryption method in [Andrew & Kevin, 2001 ] to predict the transmitted signal. Finally, the DSP experiment shows the feasibility and the validity of the proposed communication scheme.
